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Privacy Policy | caritag online shop

caritag Privacy Policy  
for the online shop

Information regarding the processing of personal data in conjunction with the caritag online shop. 

ETOSPHERES Labs GmbH (‘ETOSPHERES’) considers the protection and security of your personal data to be highly im-
portant. In the following document, you will find the information required in accordance with the General Data Protec-
tion Regulation (‘GDPR’) regarding the processing of your personal data by ETOSPHERES in conjunction with your use 
of the ETOSPHERES online shop.

1	 Who is the controller under data protection law?
ETOSPHERES Labs GmbH | Hardtring 6 | 78333 Stockach | Germany | legally represented by its Managing Directors Dr. 
Maximilian Eberl and Hubertus Stroetmann provides you with the online shop for use and is responsible for the proces-
sing of your personal data as described in this Privacy Policy.

You can contact the person responsible for data protection at info@etogruppe.com 

2	 How can I contact the ETOSPHERES Data Protection 
Officer?

You can contact the Data Protection Officer of ETOSPHERES as follows: The Data Protection Officer ETOSPHERES | c/o 
ETOSPHERES Labs GmbH | Hardtring 6 | 78333 Stockach | Germany | datenschutz@etogruppe.com

3	 Which of my personal data is processed by 
ETOSPHERES?

In connection with your use of the online shop, ETOSPHERES processes the following categories of personal data:

3.1	 Log data

When you use the online shop, ETOSPHERES processes ‘log data’ transmitted from your end device to the online shop‘s 
servers, which includes the following information in particular:

•	 IP address
•	 Date/time stamp
•	 Request from the client
•	 File name/path, server response
•	 Amount of data transferred
•	 HTTP referrer

mailto:service%40caritag.com?subject=
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•	 Information about the browser and operating system
•	 Requested domain
•	 Date and time of the last visit
•	 Javascript activation (Java on/off)
•	 Cookies (on/off)
•	 Information on website crashes during use

3.2	 Setting data

In connection with your use of the online shop, ETOSPHERES processes ‘setting data’ transmitted from your end device 
to the online shop servers, which includes the following information in particular:

•	 Information on settings you have made in the online shop (e.g. language in the online shop)

3.3	 Account data

When creating a customer account for the online shop, ETOSPHERES collects ‘account data’ from you, which includes 
the following information in particular:

•	 First name, surname
•	 Email address
•	 Password hash
•	 Street, postcode, city, country
•	 Company name (optional)
•	 IP address
•	 Date and time of registration
•	 Customer number

3.4	 Usage data

In connection with your use of the online shop, ETOSPHERES may process ‘usage data’, which includes the following 
information in particular:

•	 Information on your use of individual functions of the online shop
•	 Information on visits and the time you spend in individual areas of the online shop
•	 Information on incorrect page views

3.5	 Master data

In connection with the shopping cart function, the ordering processes in the online shop and the delivery, ETOSPHERES 
may process ‘master data’ relating to you, which includes the following information in particular:

•	 First name, surname
•	 Address of the delivery and billing address
•	 Address of a collection point (optional)
•	 Company name (optional only for entrepreneurs)
•	 Payment method
•	 Shipping method
•	 Email address
•	 Telephone number (optional)
•	 Information on ordered goods
•	 Information regarding the conclusion and duration of a subscription contract
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3.6	 Transaction data

In connection with the payment methods listed below in the online shop, ETOSPHERES processes ‘transaction data’ re-
lating to you. This includes the transaction ID that is stored on ETOSPHERES servers when you make a purchase in the 
online shop and use the payment methods offered for this purpose.

In addition, the respective payment service providers may process the data listed below:

3.6.1. In connection with the payment function of PayPal (PayPal Europe S.à.r.l. et Cie, S.C.A., 22-24 Boulevard Royal, 
2449 Luxembourg), PayPal processes ‘transaction data’ relating to you. If you decide to pay via PayPal, you will be redi-
rected to PayPal‘s online presence immediately after clicking on ‘Buy now’. The transaction data includes the following 
information in particular:

•	 First name, name of the profile associated with the app
•	 Address of the profile linked to the app
•	 Information on transactions initiated by you in the app (e.g. recipient of the transaction, address of the pro-

file linked to the app, time of the transaction, value of the transaction, order number)

After a risk check by PayPal, ETOSPHERES receives information from PayPal as to whether the order is accepted or re-
jected for further order processing. If the order is rejected, the customer can select a different payment method.

3.6.2. In connection with the credit card payment option via Saferpay from Payone (Payone GmbH, Lyoner Straße 9, 
60528 Frankfurt am Main, Germany), Payone processes ‘transaction data’ relating to you and forwards this to the credit 
card issuing institution (e.g. Mastercard or Visa) for payment processing and to fulfil legal requirements. If you decide 
to pay by credit card via Saferpay, you will be redirected to Saferpay‘s online presence immediately after clicking on ‘Buy 
now’. The transaction data includes the following information in particular:

•	 First name, surname of the credit card holder
•	 Credit card number
•	 Card type (e.g. Mastercard or Visa)
•	 Expiry date of the credit card (year and month)
•	 PIN or authorisation code or other verification methods (encrypted)
•	 Date and time of payment 
•	 Transaction ID and reference number
•	 Verification data of the card-issuing bank
•	 For chargebacks (optional): Order number, customer number and address of the customer

ETOSPHERES works together with an acquirer (Payone) in the case of credit card payments. Acquirers are payment ser-
vice providers regulated in accordance with the German Payment Services Supervision Act (Zahlungsdienstaufsichts-
gesetz, ZAG), which accept and settle payment transactions for ETOSPHERES. ETOSPHERES and the acquirer are se-
parately responsible for the processing of the data within their respective technical sphere of influence. This means that 
ETOSPHERES is responsible for its own internal network up to secure transmission via the internet. 

The Privacy Policy of Payone (acquirer) also applies. This can be accessed via the following link. In addition, the data pro-
tection information of the credit-issuing institution must be observed.

3.7	 Moderation data

In connection with your use of the online shop, ETOSPHERES may process ‘moderation data’, which includes the follo-
wing information in particular:

•	 Information on the factual and legal assessment of complaints

https://www.payone.com/DE-en/gdpr
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3.8	 Correspondence data

Furthermore, the content of the correspondence that you conduct with ETOSPHERES in writing, by email or using the 
contact functions of the online shop (‘correspondence data’) is processed.

4	 For what purposes and on what legal basis does 
ETOSPHERES process personal data concerning me?

4.1	 Provision of the online shop and free functions

To enable you to use the online shop for information purposes and to provide you with the free online functions offered 
there, particularly the

•	 Creation of a customer account
•	 Contact form
•	 Search function
•	 Checking the availability of goods
•	 Product videos
•	 Translator,

ETOSPHERES processes the following categories of personal data to be able to provide you with our services:

•	 Log data (section 3.1.)
•	 Settings data (Section 3.2.)
•	 Account data (section 3.3.)

The legal basis for responding to the contact is Art. 6 para. 1 subpara. 1 lit. b) GDPR if the aim of the contact is to con-
clude a contract. It is also used to create a customer account.

The legal basis for all other processing is Art. 6 para. 1 subpara. 1 lit. f) GDPR (balancing of interests). ETOSPHERES has 
a legitimate economic interest in making the online shop available for you to use.

4.2	 Provision of ordering and delivery options  

To enable you to order in the online shop and to provide you with the online functions offered there, particularly the

•	 Shopping cart function
•	 Calculation of shipping costs and estimated delivery times
•	 Selection of delivery address
•	 Ordering as a corporate customer,

ETOSPHERES processes the following categories of personal data:

•	 Log data (section 3.1.)
•	 Master data (section 3.5.)

The legal basis for the processing of data relevant to the conclusion and performance of the contract is Art. 6 para. 1 
subpara. 1 lit. b) GDPR (performance of the contract concluded in the online shop).

Deviating from this, the legal basis is Art. 6 para. 1 subpara. 1 lit. c) GDPR (legal obligation) insofar as the processing 
serves the fulfilment of legal obligations of ETOSPHERES under the law of the European Union or the member states.

The legal basis for all other processing is Art. 6 para. 1 subpara. 1 lit. f) GDPR (balancing of interests). ETOSPHERES has 
a legitimate economic interest in providing you with the online shop to use the aforementioned functions.
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4.3	 Provision of the transaction functions

To provide you with the transaction function offered in the online shop, ETOSPHERES processes the following catego-
ries of personal data:

•	 Transaction data (Section 3.6.)

The legal basis for this is Art. 6 para. 1 subpara. 1 lit. b) GDPR (performance of the contract).

Deviating from this, the legal basis is Art. 6 para. 1 subpara. 1 lit. c) GDPR (legal obligation) insofar as the processing 
serves the fulfilment of legal obligations of ETOSPHERES under the law of the European Union or the member states.

Insofar as the processing serves the fulfilment of legal obligations in countries outside the European Union, the legal ba-
sis is Art. 6 para. 1 subpara. 1 lit. f) GDPR (balancing of interests). ETOSPHERES has a legitimate legal interest in fulfil-
ling its legal obligations in third countries.

4.4	 Provision of the subscription cancellation option  

ETOSPHERES processes the following categories of personal data to provide you with the option to cancel your sub-
scription contracts in the online shop:

•	 Log data (Section 3.1.)
•	 Master data (Section 3.5.)

The legal basis for the data relevant in the context of the cancellation of the subscription contract is Art. 6 para. 1 sub-
para. 1 lit. c) GDPR (legal obligation) insofar as the processing serves the fulfilment of legal obligations of ETOSPHERES 
under the law of the European Union or the member states.

4.5	 Ensuring the security of the IT infrastructure used to provide the on-
line shop

To ensure the IT security of the IT infrastructure used to provide the online shop, ETOSPHERES may process the follo-
wing categories of personal data:

•	 Log data (Section 3.1.)
•	 Account data (section 3.3.)

The legal basis for this is Art. 6 para. 1 subpara. 1 lit. f) GDPR (balancing of interests). ETOSPHERES has a legitimate 
economic interest in ensuring the security of the IT infrastructure of the online shop, particularly for the detection, elimi-
nation and conclusive documentation of malfunctions (e.g. DDoS attacks).

4.6	 Improvement of the online shop and optimisation of marketing (usage 
analysis)

To improve the online shop and our products, to optimise marketing and to develop new functions, ETOSPHERES may 
process the following categories of personal data if you give your consent:

•	 Log data (section 3.1.)
•	 Usage data (section 3.4.)

The legal basis for this is Art. 6 para. 1 subpara. 1 lit. a) GDPR (consent).
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4.7	 Moderation of content, processing of complaints 

ETOSPHERES processes the following categories of personal data for the moderation of any content entered by you, 
particularly to check the legality of this content and to process complaints:

•	 Log data (Section 3.1.)
•	 Account data (Section 3.3.)
•	 Moderation data (Section 3.7.)
•	 Correspondence data (Section 3.8.)

The legal basis for data processing when making contact is Art. 6 para. 1 subpara. 1 lit. b) GDPR if the aim of making 
contact is to conclude a contract. It is also used to create a customer account.

Insofar as the processing serves the handling of complaints or other content, the legal basis is Art. 6 para. 1 subpara. 1 
lit. f) GDPR (balancing of interests). ETOSPHERES has a legitimate economic and legal interest in ensuring legally com-
pliant use by customers.

4.8	  Cooperation with authorities and courts

To cooperate with authorities or courts, particularly to fulfil legal disclosure obligations, ETOSPHERES may process all 
categories of personal data listed in section 3.

The legal basis for this is Art. 6 para. 1 subpara. 1 lit. c) GDPR (legal obligation) insofar as ETOSPHERES is obliged to 
disclose certain information to authorities or courts under the law of the European Union or the member states.

Insofar as the processing serves the fulfilment of legal obligations in countries outside the European Union, the legal ba-
sis is Art. 6 para. 1 subpara. 1 lit. f) GDPR (balancing of interests). ETOSPHERES has a legitimate legal interest in fulfil-
ling its legal obligations in third countries.

4.9	 Fulfilment of legal obligations towards other users and third parties

To fulfil existing legal obligations towards other users and third parties, in particular disclosure obligations, ETOSPHE-
RES may process all categories of personal data listed in section 3.

The legal basis for this is Art. 6 para. 1 subpara. 1 lit. c) GDPR (legal obligation) insofar as ETOSPHERES is obliged to 
carry out certain processing operations in the interest of other users or third parties under the law of the European Uni-
on or the member states.

Insofar as the processing serves the fulfilment of legal obligations in countries outside the European Union, the legal ba-
sis is Art. 6 para. 1 subpara. 1 lit. f) GDPR (balancing of interests). ETOSPHERES has a legitimate legal interest in fulfil-
ling its legal obligations in third countries.

4.10	 Assertion, exercise or defence of legal claims by ETOSPHERES

ETOSPHERES may process all categories of personal data listed in section 3 for the assertion, exercise or defence of its 
own legal claims against you, other users and/or third parties.

The legal basis for this is Art. 6 para. 1 subpara. 1 lit. f) GDPR (balancing of interests). ETOSPHERES has a legitimate le-
gal interest in the assertion, exercise or defence of its own legal claims.
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5	 Am I obliged to provide ETOSPHERES with personal 
data concerning me and what would be the conse-
quences of not providing it?

Categories of data Obligation to provide / necessity to 
conclude a contract Consequences of not providing data

Log data (section 3.1.) Providing this data is not required by 
law or contract.

If the data is not provided, it will not 
be possible to access the online shop.

Setting data (section 3.2.) Providing this data is not re-quired by 
law or contract..

If the data is not provided, it will not 
be possible to access the online shop 
in different languages.

Account data (section 3.3.) Providing this data is not required by 
law or contract.

If the data is not provided, you will not 
be able to create a customer account.

Usage data (section 3.4.) Providing this data is not required by 
law or contract. None

Master data (section 3.5.)
Providing this data is not required by 
law but is necessary for the fulfilment 
of the contract concluded with you.

If the data is not provided, it is not 
possible to place an order in the on-
line shop.

Transaction data (section 3.6.) Providing this data is not required by 
law or contract.

If the data is not provided, you will not 
be able to carry out any transactions 
in the online shop.

Moderation data (section 3.7.) Providing this data is not required by 
law or contract. None

Correspondence data (section 3.8.) Providing this data is not required by 
law or contract. None

6	 To whom and to which third countries will my personal 
data be transmitted?

6.1	 Transmission from ETOSPHERES to ETO DYNAMIC Connect GmbH

Purpose of transmission:

Provision of services to ETOSPHERES required for the 
provision of the online shop and the website and their 
operation by providing servers for ETOSPHERES, in par-
ticular provision of the technical infrastructure and data 
transmission, general user administration

Recipient: ETO DYNAMIC Connect GmbH

Role of the recipient: Contract processor

Location of data processing: Germany
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6.2	 Transmission from ETO DYNAMIC Connect GmbH to further contract 
processors

ETO DYNAMIC Connect GmbH transmits personal data concerning you to the following other contract processors whi-
le providing its services: 

Purpose of transmission: Provision of the technical infrastructure for the online 
shop

Recipient: Hetzner Online GmbH

Role of the recipient: Further contract processor

Location of data processing: European Union/EEA

Purpose of transmission: Provision of the technical infrastructure for the online 
shop (consent banner)

Recipient: Usercentrics GmbH

Role of the recipient: Further contract processor

Location of data processing: European Union/EEA

Purpose of transmission:
Processing of data, characteristics and activities of users 
regarding the use of the online shop for usage analysis, 
range measurement, optimisation and needs-based design

Recipient: etracker GmbH

Role of the recipient: Further contract processor

Location of data processing: Germany

Purpose of transmission: Provision of the technical infrastructure for the online shop 
(reCaptcha)

Recipient: Google Ireland Limited

Role of the recipient: Further contract processor

Location of data processing: USA

Data security guarantees:
Certified according to EU-US Privacy Shield and conclusi-
on of standard data protection conditions of the European 
Commission

6.3	 Transmission from ETOSPHERES to ETO GRUPPE TECHNOLOGIES 
GmbH 

Purpose of transmission:
Provision of services required for the provision of the app 
and its operation to ETOSPHERES, in particular provision 
of a ticket system for user enquiries and complaints

Recipient: ETO GRUPPE TECHNOLOGIES GmbH
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Role of the recipient: Contract processor

Location of data processing: Germany

6.4	 Transmission from ETO GRUPPE TECHNOLOGIES GmbH to further 
contract processors

ETO GRUPPE TECHNOLOGIES GmbH transmits personal data concerning you to the following further contract proces-
sors while providing its services: 

Purpose of transmission: Provision of ticket system for user enquiries and 
complaints

Recipient: SAP Deutschland SE & Co. KG

Role of the recipient: Further contract processor

Location of data processing: European Union

6.5	 Transmission to further recipients

Purpose of transmission: Execution of transactions (acquirer credit card)

Recipient: Payone GmbH

Role of the recipient: Own responsible party

Location of data processing: European Union/EEA

Purpose of transmission: Execution of transactions

Recipient: PayPal Europe S.à.r.l. et Cie

Role of the recipient Own responsible party

Location of data processing: European Union and USA

Data protection guarantees:
Certified according to EU-US Privacy Shield and conclu-
sion of standard data protection conditions of the Euro-
pean Commission

Purpose of transmission: Execution of transactions (credit-issuing institution)

Recipient: Visa Europe Services LLC

Role of the recipient: Own responsible party

Location of data processing: European Union/EEA

Purpose of transmission: Execution of transactions (credit-issuing institution)
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Recipient: MasterCard Europe SPRL

Role of the recipient: Own responsible party

Location of data processing: European Union/EEA

Purpose of transmission: Execution of goods deliveries

Recipient: Gruber Logistik GmbH

Role of the recipient: Own responsible party

Location of data processing: European Union/EEA

Purpose of transmission: Supporting other users/third parties in asserting their 
rights

Recipient: Other users and/or third parties

Role of the recipient: Own responsible party

Purpose of transmission:
Cooperation with authorities and courts, fulfilment of le-
gal obligations towards authorities and courts and exerci-
se of own rights by ETOSPHERES

Recipient: Courts and authorities

Role of the recipient: Own responsible party

7	 How long is my personal data stored?

Categories of data Storage duration

Log data (section 3.1)

The log data is generally stored on ETOSPHERES servers from the time you ac-
cess the online shop and deleted or anonymised when you close the online shop 
(storage per usage session).

In case of a security or legally relevant event, ETOSPHERES stores the relevant 
log data in individual cases until the security or legally relevant event has been 
eliminated and fully clarified and, in the event of any legal disputes, until they 
have ended.

Setting data (section 3.2)
Your setting data is generally stored on ETOSPHERES servers from the time you 
open the online shop and is deleted or anonymised after the end of the respec-
tive usage session or when you delete the cookies (storage per usage session).
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Account data (section 3.3)

Your current account data is generally stored from the time you register as a 
user of the online shop and is deleted no later than one week after you delete 
your customer account for the online shop.

In case of a security or legally relevant event, ETOSPHERES stores the relevant 
log data in individual cases until the security or legally relevant event has been 
eliminated and fully clarified and, in the event of any legal disputes, until they 
have ended.

Usage data (section 3.4)
Your usage data is generally stored on ETOSPHERES servers from the time you 
open the online shop (storage per usage session) and deleted or anonymised 
after the end of the respective usage session.

Master data (section 3.5)

As a rule, your current master data will be stored on ETOSPHERES servers from 
the time you register as a customer of the online shop and will be deleted no later 
than 1 week after the cancellation of your customer account for the online shop.

In addition, ETOSPHERES stores your master data if there are legal, particularly 
money laundering, commercial and/or tax law retention obligations. Depending 
on the type of data, there may be retention obligations of six or ten years under 
commercial and tax law (Section 147 of the German Fiscal Code (AO), Section 
257 of the German Commercial Code (HGB)).

In case of a security or legally relevant event, ETOSPHERES stores the relevant 
log data in individual cases until the security or legally relevant event has been 
eliminated and fully clarified and, in the event of any legal disputes, until they 
have ended.

Transaction data (section 3.6)

ETOSPHERES stores your transaction data insofar as there are statutory retenti-
on obligations, particularly under money laundering, commercial and/or tax law. 
Depending on the type of data, there may be retention obligations of six or ten 
years under commercial and tax law (Section 147 of the German Fiscal Code 
(AO), Section 257 of the German Commercial Code (HGB)).

In case of a security or legally relevant event, ETOSPHERES stores the relevant 
log data in individual cases until the security or legally relevant event has been 
eliminated and fully clarified and, in the event of any legal disputes, until they 
have ended.

Moderation data (section 3.7)

ETOSPHERES stores moderation data for a transitional period of three years 
from the end of the year in which the respective process to which the modera-
tion data relates is completed and, in the event of any legal disputes, until their 
conclusion.

Correspondence data (section 3.8)

The storage period of correspondence data depends on the content of the cor-
respondence. If it has a legally relevant content, ETOSPHERES stores it for three 
years from the end of the year in which the correspondence took place and, in 
the event of any legal disputes, until their conclusion. If the correspondence is 
classified as a commercial letter, the storage period is six years from the end of 
the year in which the correspondence took place. In certain cases, however, the 
storage period may be up to thirty years.

8	 What rights do I have with respect to the processing 
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of my personal data?
As a data subject, you have the following rights with respect to the processing of your personal data described above. 
To exercise these rights, get in touch with ETOSPHERES using the contact information provided in section 1.

•	 Right to information, Art. 15 GDPR: You have the right to determine which of your personal data has been 
processed. This includes further information on data processing, such as the purpose, legal basis and re-
cipient. You also have the right to request a copy of your personal data.

•	 Right to rectification, Art. 16 GDPR: You have the right to request rectification of your personal data if it is 
incorrect, and to request that incomplete personal data be supplemented.

•	 Right to erasure (‘right to be forgotten’), Art. 17 GDPR: You can request the erasure of personal data con-
cerning you in the cases provided for by law. This is the case, for example, if the data is no longer neces-
sary for the purposes for which it was originally collected or if the data has been processed unlawfully.

•	 Right to restrict processing, Art. 18 GDPR: You can request that the processing of your personal data be 
restricted; in this case, processing may be carried out only in cases as required by law (such as with your 
consent or to exercise or defend our rights). You have the right to do so, for instance, if you dispute that 
the data is correct.

•	 You also have the right to data portability, Art. 20 GDPR: In particular, you have the right to receive your per-
sonal data which you have provided to ETOSPHERES in a structured, commonly used and machine-reada-
ble format, and the right to transmit this data to other controllers without being prevented from doing so 
by ETOSPHERES, if the processing is based on your consent or in order to perform the contract and car-
ry out measures prior to entering into a contract, or based on Art. 6 para. 1 subpara. 1 lit. b) GDPR (perfor-
ming a contract and steps prior to entering a contract).

In addition, of course, you always have the right to submit complaints to a supervisory authority, Art. 77 GDPR: You have 
the right to submit complaints to a data supervisory authority if you believe that the processing of your personal data 
violates the GDPR.

You can determine the full scope of your rights under the articles above, which you can access at the following link: http://
eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679. 

Your rights may be restricted in individual cases in whole or in part under the law.

Right of revocation

You have the right to revoke your consent at any time (Art. 7 para. 3 GDPR). In this case, your personal data covered by 
your consent will no longer be processed by the controller. Revocation of consent will not affect the legality of proces-
sing carried out until the consent was revoked.

Right to object

You have the right to object to the processing of your personal data as carried out in accordance with Art. 6 para. 1 sub-
para. 1 lit. f) GDPR (see section 4) at any time due to your personal situation (Art. 21 para. 1 GDPR). In this case, your per-
sonal data will no longer be processed by the controller unless the controller can verify that they have mandatory protec-
ted reasons for the processing that outweigh your interests, rights and freedoms, or if the processing is carried out for 
the purpose of asserting, exercising, or defending against legal claims.

You also have the right to object to the processing of personal data concerning you for the purposes of direct marke-
ting at any time.

http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679

