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caritag
Privacy Policy - Social Media

InFormation on data protection
when using our social media channels
in accordance with Art. 13, 14 GDPR

In the following, we inform you about the processing of your personal data by our company when you visit and use our
social media channels on Facebook, Instagram and YouTube (hereinafter “social media platforms") and about the data
protection rights to which you are entitled.

1 Principles

a. Please check carefully which personal data you exchange and share with us via the social media platforms. If you
wish to prevent the operator of a social media platform from processing personal data that you have transmitted
to us, please contact us by other means, for example via the address below.

b. You can also find out about us and our offers and services via our website by clicking on
https://caritag.com/ In this case, the service providers do not receive any information.

2 Controllers

,Controller" pursuant to Art. 4 para. 7 GDPR are:

a. ETOSPHERES Labs GmbH | Hardtring 6 | 78333 Stockach | Germany |
telephone: +49 7771 809 0 | info@etogruppe.com

b. and the respective service provider
Facebook & Instagram: Meta Platforms Ireland Limited, Merrion Road, Dublin 4, D04 X2K5, Ireland
YouTube: Google Ireland Limited, Gordon House, 4 Barrow St, Dublin, D04 E5WS5, Ireland

When users visit our social media channels, the service providers collect personal data and information, which in parti-
cular flows into a data analysis and evaluation and is made available to us as aggregated statistics (so-called page in-
sights). For these cases in particular and in the context of the provision and use of our social media channels, we have
concluded an agreement with the service provider in accordance with the legal requirements between jointly responsi-
ble parties pursuant to Art. 26 GDPR.

Facebook & Instagram: https://facebook.com/legal/terms/page_controller_addendum


https://caritag.com/
mailto:service%40caritag.com?subject=
https://facebook.com/legal/terms/page_controller_addendum
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3 Data protection officer

You can contact our data protection officer directly at

The data protection officer ETOSPHERES Labs GmbH | Hardtring 6 | 78333 Stockach | Germany |
datenschutz@etogruppe.com.

Facebook & Instagram: https://www.facebook.com/help/contact/540977946302970

YouTube: https://support.google.com/policies/contact/general_privacy_form

4 Cookies

When operating social media platforms, service providers regularly use services with data processing technologies that
make it possible to store and process users' personal data for various purposes. Technologies include cookies, small
text files that are stored on your end device by the web browser.

All information on the cookies used by the service provider, on the integration of cookies by other websites and on your
revocation, objection and deletion options can be found in the information on cookies from the respective provider:

Facebook & Instagram:
https://www.facebook.com/policies/cookies/

YouTube:
https://consent.youtube.com/d?continue=https://www.youtube.com/&gl=DE&hl=de&pc=yt&uxe=23983172&src=1

You can also configure your browser settings according to your own wishes and thus make a general pre-decision ab-
out the use of cookies. Further information on this can be found in the help function of the browser used.

If you wish to restrict or prevent processing by the service providers, you should log out of your accounts or deactivate
the "stay logged in" function, delete the cookies on your device and close and restart your browser or app.

In addition, you can restrict the service providers' access to contact and calendar data, photos, location data, etc. in
the settings of mobile devices (smartphones, tablets, laptops). However, this depends on the operating system used.

We have no influence on the data processing carried out by the service provider in connection with cookies. We also do
not re-ceive any access to personal data, with the exception of the insights data mentioned above.

5 Processing of personal data

Data subject category: visitors and users of our social media pages

Data categories: interaction data from likes, dislikes, storyviews, follows, unfollows, comments, tweets, @-mentions,
tags, ratings, photographs, other content shared by you, personal data that you disclose about yourself in the public
area of your profile, health data, insights data

Page insights are summarized statistics that are created based on certain events.

As the site operator, we receive these events summarized in the page insights as aggregated statistics in the form of
anonymized or pseudonymized data, which are used to gain insights into the types of actions that people take on our
site. The page insights do not allow any conclusions to be drawn about you as an individual person. Events are defined
exclusively by the service provid-er. We cannot set up, change or otherwise influence events and we cannot access the
individual data. We can only view your public social media profile. The information that can be viewed here depends on
the settings in your profile.
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https://support.google.com/policies/contact/general_privacy_form
https://www.facebook.com/policies/cookies/
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We do not merge the data with any personal data stored by us, even if it were possible for us to do so. However, we do
not know which and to what extent service providers, regardless of whether you are logged in or registered as a user of
the social media platform or not, use web tracking tools and use your profile and behavior data to evaluate your habits,
personal relationships or preferences and merge them with your existing social media profile.

All information on the insights data can be found in the data protection information of the respective service provider:

Facebook & Instagram Seiten-Insights:
https://facebook.com/legal/terms/information_about_page_insights_data

YouTube Analytics:
https://support.google.com/youtube/answer/9002587?hl=en-GB&co=GENIE.
Platform%3DDesktop&sjid=17898164701211009876-EU

Purposes of processing: provision of social media channels, presentation of the company, implementation of marke-
ting campaigns, user retention through communication on the social media platforms, processing and responding to
contact requests and applications, interaction through direct messages / comments / recommendations / sharing and
similar, recruitment, advertising activities, implementation of pre-contractual measures, deletion of inappropriate con-
tent, analysis and statistical evaluation of user behavior based on insights data provided by the platform, optimization
of our content and advertising activities.

All information on the purposes of processing by the service providers can be found in the data protection informati-
on of the re-spective service provider:

Facebook & Instagram: https://facebook.com/privacy/center/

YouTube: https://policies.google.com/privacy?hl=en

Legal basis: Art. 6 para. 1 lit. b GDPR for pre-contractual measures in the context of the application procedure and for
the implementation of pre-contractual measures, Art. 6 para. 1 lit. f GDPR for communication via the social media plat-
forms, to answer contact requests, to carry out advertising activities and to analyze and statistically evaluate user be-
havior using insights data provided by the plat-form to publicize our company and a profit-making intention, Art. 9 para.
2 lit. e GDPR in the case of transmitted health data.

All information on the purposes of processing by the service providers can be found in the data protection informati-
on of the re-spective service provider:

Facebook & Instagram: https://facebook.com/privacy/center/

YouTube: https://policies.google.com/privacy?hl=en

Recipient categories: Within our company, access to the personal data is granted to those persons who are responsi-
ble for maintaining the social media pages and to those persons for whom the data is relevant, e.qg. in the application
process. The data will not be passed on to third parties or otherwise disseminated by us unless you have consented to
the data transfer or the data transfer is required by law.

In some cases, we rely on the support of external service providers to process personal data. These service providers
work for us as proces-sors. Processors are contractually bound to our instructions in accordance with Art. 28 GDPR
and are regularly monitored. A contract for order processing has been concluded with all of them to ensure the protec-
tion of your personal data. If these are service providers who are not pro-cessors, they have been carefully selected and
commissioned by us.

Data sources: We process the personal data that you provide to us via the respective social media platform or that we
receive from the respective social media provider.
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Transfer to third countries: We only transfer personal data to countries outside the EU or the EEA is this is necessary
for the operation of the social media channel or communication with you, if this is required by law, if the user has given
their consent or in the context of order processing. In these cases, a transfer is only permitted if the European Commis-
sion has established an adequate level of data protection for the third country concerned or if suitable guarantees are
provided and enforceable rights and effective legal remedies are available to the data subject.

Information on data recipients, data transfers, data sources used by service providers, and, in particular, the mer-
ging of your personal data by them can be found in the data protection information of the respective service provider:

Facebook & Instagram: https://facebook.com/privacy/center/
YouTube: https://policies.google.com/privacy?hl=en

If personal data is transferred within the service provider's group, it may be transferred to the parent company's servers
in the USA and processed there. For cases in which personal data is transferred to the USA, the service providers have
certified themselves in accordance with the EU-US Transatlantic Data Privacy Framework, https://www.dataprivacyfra-
mework.gov. The certification confirms an adequate level of data protection in accordance with the implementing de-
cision of the EU Commission.

Storage period: We generally delete personal data from the social media platforms once storage is no longer necessa-
ry. For personal data from commmunication, we assume that further storage in the social media platforms is not neces-
sary if it can be inferred from the circum-stances that the matter in question has been conclusively clarified or our legi-
timate interest in processing has ceased to exist. Exceptions to the deletion obligation exist is statutory retention obli-
gations prevent deletion or if storage is still necessary, e.g. for the enforcement of and defense against legal claims.

Information on the management and deletion of the processed data by the service providers can be found in the data
protection information of the respective service provider:

Facebook & Instagram: https://facebook.com/privacy/center/

YouTube: https://policies.google.com/privacy?hl=en

6 Data subject rights

You have the right to information about the personal data stored about you and to rectification of incorrect data or er-
asure if one of the reasons stated in Art. 17 GDPR applies, e.g. if the data is no longer required for the purposes used.
You also have the right to restriction of processing if one of the conditions set out in Art. 18 GDPR applies and, in the
cases set out in Art. 20 GDPR, the right to data portability. Under Art. 22 GDPR, you have the right not to be subject to
a decision based solely on automated pro-cessing, including profiling, which produces legal effects concerning you or
similarly significantly affects you.

If you are of the opinion that the processing of data concerning you violates data protection regulations, you have the
right to lodge a complaint with a supervisory authority in accordance with Art. 77 GDPR. The right to lodge a complaint
can be asserted in particular with a supervisory authority in the Member State in which you are resident or the place of
the alleged infringement. In Baden-Wrttemberg, the competent supervisory authority is the State Commissioner for
Data Protection and Freedom of Infor-mation in Stuttgart.

Your right to object in the case of legitimate interests

In accordance with Art. 21 GDPR, you have the right to object at any time, on grounds relating to your particular situati-
on, to the processing of personal data concerning you, which is based on Art. 6 para. 1 lit. f GDPR. We will then no longer
process the per-sonal data unless there are demonstrably compelling legitimate grounds for the processing which over-
ride the interests, rights and freedoms of the data subject or for the establishment, exercise or defense of legal claims.
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You can assert your data subject rights at any time both against us and against the respective service provider.
If you assert your rights against us, you can reach us and our data protection officer using the contact details given above.

We are obliged to forward your request to the relevant service providers. They will inform you and ensure that your rights
can be enforced (including information obligations Art. 12-13 GDPR, rights of data subjects Art. 15-22 GDPR and data
security and report-ing of data breaches Art. 32-34 GDPR). We have no influence on how the service providers fulfill their
obligations and implement decisions.

The data protection officer of the respective service provider or a contact form for asserting a data subject right can be
found in the data protection information of the respective service provider:

Facebook & Instagram: https://facebook.com/help/contact/540977946302970

YouTube: https://support.google.com/policies/contact/general_privacy_form

LinkedIn

This website uses elements of the LinkedIn network. The provider is LinkedIn Ireland Unlimited Company, Wilton Plaza,
Wilton Place, Dublin 2, Ireland.

Any time you access a page of this website that contains elements of LinkedIn, a connection to LinkedIn's servers is es-
tablished. LinkedIn is notified that you have visited this website with your IP address. If you click on LinkedIn's "Recom-
mend" button and are logged into your LinkedIn account at the time, LinkedIn will be in a position to allocate your visit to
this website to your user account. We have to point out that we as the provider of the websites do not have any know-
ledge of the content of the transferred data and its use by LinkedIn.

The use of this service is based on your consent in accordance with Art. 6 (1)(a) GDPR and § 25 (1) TDDDG. Consent
can be revoked at any time.

Data transmission to the US is based on the Standard Contractual Clauses (SCC) of the European
Commission. Details can be found here:

https://www.linkedin.com/help/linkedin/answer/a1343190/datenubertragung-aus-der-eu-dem-ewr-undder-
schweiz?lang=de.

For further information on this subject, please consult LinkedIn's Data Privacy Declaration at:
https://www.linkedin.com/legal/privacy-policy.
The company is certified in accordance with the "EU-US Data Privacy Framework" (DPF). The DPF is an

agreement between the European Union and the US, which is intended to ensure compliance with European data pro-
tection standards for data processing in the US. Every company certified under the DPF is obliged to comply with these
data protection standards. For more information, please contact the provider under the following link:

https://www.dataprivacyframework.gov/participant/5448.

Meta Pixel

(formerly Facebook Pixel)

To measure conversion rates, this website uses the visitor activity pixel of Meta. The provider of this service is Meta Plat-
forms Ireland Limited, 4 Grand Canal Square, Dublin 2, Ireland. According to Meta's statement the collected data will be
transferred to the USA and other third-party countries too.

This tool allows the tracking of page visitors after they have been linked to the website of the provider after clicking on
a Meta ad. This makes it possible to analyze the effectiveness of Meta ads for statistical and market research purpo-
ses and to optimize future advertising campaigns.
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For us as the operators of this website, the collected data is anonymous. We are not in a position to arrive at any con-
clusions as to the identity of users. However, Meta archives the information and processes it, so that it is possible to
make a connection to the respective user profile on Facebook or Instagram and Meta is in a position to use the data for
its own promotional purposes in compliance with the Meta Data Usage Policy (https://www.facebook.com/about/pri-
vacy/). This enables Meta to display ads on Facebook or Instagram and other advertising channels. We as the operator
of this website have no control over the use of such data.

The use of these services occurs on the basis of your consent pursuant to Art. 6(1)(a) GDPR and § 25(1) TDDDG. You
may revoke your consent at any time.

Within the meta pixel, we are using the expanded alignment function.

The expanded alignment allows us to transfer to Meta different types of data (e.g., place of residence, federal state, zip
code, hashed email addresses, names, gender, date of birth or phone number) of our customers and prospects we col-
lect through our website. Herewith, we can tailor the offers presented in our advertising campaigns on Facebook and
Instagram to individuals interested in what we offer even more precisely. Moreover, this expanded alignment optimizes
the allocation of website conversions and expands custom audiences.

Insofar as personal data is collected on our website with the help of the tool described here and forwarded to Meta, we
and Meta Platforms Ireland Limited, 4 Grand Canal Square, Grand Canal Harbour, Dublin 2, Ireland are jointly responsi-
ble for this data processing (Art. 26 DSGVO). The joint responsibility is limited exclusively to the collection of the data
and its forwarding to Meta. The processing by Meta that takes place after the onward transfer is not part of the joint
responsibility. The obligations incumbent on us have been jointly set out in a joint processing agreement. The wording
of the agreement can be found under: https://www.facebook.com/legal/controller_addendum. According to this agree-
ment, we are responsible for providing the privacy information when using the Meta tool and for the privacy-secure im-
plementation of the tool on our website. Meta is responsible for the data security of Meta products. You can assert data
subject rights (e.g., requests for information) regarding data processed by Facebook or Instagram directly with Meta. If
you assert the data subject rights with us, we are obliged to forward them to Meta.

Data transmission to the US is based on the Standard Contractual Clauses (SCC) of the European Commission. Details
can be found here:

https://www.facebook.com/legal/EU_data_transfer_addendum and https://de-de.facebook.com/
help/566994660333381.

In Meta's Data Privacy Policies, you will find additional information about the protection of your privacy at:
https://www.facebook.com/about/privacy/.

You also have the option to deactivate the remarketing function “Custom Audiences" in the ad settings section under
https://www.facebook.com/ads/preferences/?entry_product=ad_settings_screen. To do this, you first have to log into
Facebook.

If you do not have a Facebook or Instagram account, you can deactivate any user-based advertising by Meta on the
website of the European Interactive Digital Advertising Alliance:

http://www.youronlinechoices.com/de/praferenzmanagement/.
The company is certified in accordance with the "EU-US Data Privacy Framework” (DPF). The DPF is an

agreement between the European Union and the US, which is intended to ensure compliance with European data pro-
tection standards for data processing in the US. Every company certified under the DPF is obliged to comply with these
data protection standards. For more information, please contact the provider under the following link:

https://www.dataprivacyframework.gov/participant/4452.



